
T
o borrow a term from the 
2020 lexicon, 2022 was an 
“unprecedented” year for 
cyber coverage claims. The 
nature of cyberattacks con-

tinued to evolve both in scope and 
sophistication, and insurance com-
panies have sought to impose more 
onerous impediments to obtaining 
coverage. Despite insurance com-
panies adopting more aggressive 
postures against covering cyber 
claims, 2022 provided policyhold-
ers with significant wins. The article 
summarizes the key cyber coverage 
decisions of 2022—and from a poli-
cyholder’s viewpoint, the good, the 
bad, and the in-between.

War Means ‘War’: Insurance 
Industry’s Attempt To Expand 
the Traditional ‘War’ Exclusion 
Rejected. The New Jersey Supe-
rior Court’s decision in Merck & 
Co. v. ACE American Ins. Co., No. 
UNN-L-002682-18, 2022 WL 951154 
(N.J. Super. Ct. Law Div. Jan. 13, 
2022), provided policyholders 
with an important win, ruling that a 

standard exclusion for loss caused 
by acts of war, under an all-risk 
property policy, did not bar insur-
ance coverage for Merck & Co.’s 
losses stemming from the “Notpe-
tya” cyberattack of 2017. The war 
exclusion purported to bar cover-
age for losses caused by “hostile 
or warlike action … by any govern-
ment … or by any agent of such 
government.” Merck’s insurance 
companies argued that the exclu-
sion barred coverage for Merck’s 
losses because the Notpetya mal-
ware attack had been launched as 
an instrument of the Russian Fed-
eration in its ongoing hostilities 
with Ukraine.

The court rejected the insurance 
companies’ interpretation, and 
agreed with Merck that the war 
exclusion only applied to traditional 
acts of warfare, involving armed 

forces. In so concluding, the court 
adopted the “ordinary meaning” 
of the terms used in the exclusion 
as referring to “actual hostilities” 
in a war. Significant to the court’s 
decision was the fact that the war 
exclusion had never been applied 
outside the ordinary confines of 
traditional warfare. Additionally, 
because cyberattacks have been 
a known risk, the court reasoned 
that the insurance companies had 
ample time to update their policies 
to expressly bar coverage for cyber-
attacks—if they had so desired—but 
that they had not done so. Accord-
ingly, the court granted summary 
judgment to the policyholder that 
the war exclusion did not apply.

Phish in the ‘Net. Last year saw a 
dramatic increase in the prevalence 
of social engineering attacks, includ-
ing “phishing” schemes targeting 
businesses. Typically, in a phishing 
attack, the bad actor, impersonat-
ing a client, customer, vendor, or 
even internal employee or officer 
of the company, sends a fraudu-
lent electronic communication to 
someone within the company, with 
instructions to induce the recipient 
to ship goods or wire money to the 
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bad actor. Apart from cyber-specif-
ic insurance policies, coverage for 
phishing schemes may exist under 
other types of policies, including 
fidelity crime policies, which have 
optional coverage endorsements 
for “social engineering” losses and 
“funds transfer fraud.” Decisions 
from last year, while not unanimous-
ly ruling in favor of policyholders, 
underscore the importance of notic-
ing cyber losses under all potentially 
responsive policies—not just cyber 
liability insurance policies.

In Ernst and Haas Management 
Company v. Hiscox, 23 F.4th 1195 (9th 
Cir. 2022), a property management 
company was the target of a phish-
ing scheme in which it was tricked 
to wire approximately $200,000 to 
a bad actor. The company’s crime 
insurance carrier denied the claim, 
arguing that the loss did not result 
“directly” from fraudulent emails, 
but from the clerk’s initiation of the 
wire transfers—which was an inter-
vening act that broke the chain of 
causation. The district court agreed 
with the insurance company, find-
ing no coverage under either the 
“computer fraud” or “funds transfer 
fraud” provisions in the policy. On 
appeal, however, the Ninth Circuit 
reversed and ruled in favor of the 
policyholder.

In so holding, the Ninth Circuit 
reasoned the district court’s read-
ing of the computer fraud provision 
would eliminate the possibility of 
coverage anytime an employee 
was defrauded into taking action. 
Because there was no intervening 
event between the fraudulent email 
and the wire transfer, the clerk’s 

action was “direct” and the loss 
fell under the computer fraud provi-
sion. Similarly, the court also found 
coverage under the “funds transfer 
fraud” provision, since the emails 
were “fraudulent instruction[s]” that 
“directed a financial institution” to 
transfer funds.

Conversely, in SJ Computers v. 
Travelers Casualty and Surety Co. 
of America, No. 21-CV-2482, 2022 WL 
3348330 (D. Minn. Aug. 12, 2022), the 
Minnesota district court found no 
coverage under a “computer-fraud” 
provision after a company suffered 
a $600,000 loss stemming from wire 
transfer payments of fraudulent 
invoices received by the company.

Initially, the policyholder sought 
coverage under its crime policy’s 
“social-engineering fraud” provision. 
But because the social engineer-
ing fraud coverage had a $100,000 
sublimit—lower than the $600,000 
loss—the policyholder subse-
quently sought coverage under the 
“computer-fraud” provision, which 
had a $1 million limit. The insurance 
company accepted the claim, but 
under the lower sub-limited “social-
engineering” coverage, and denied 
coverage under the “computer 
fraud” provision.

The court agreed with the insur-
ance company and dismissed 

the case. The court reasoned the 
events leading to the loss clearly 
fit under the policy’s definition of 
social engineering, as a bad actor 
“intentional[ly] mislead[]” an 
employee by “impersonating … a 
Vendor … [or] an Employee.” More-
over, the court held that because 
the claim was covered under the 
policy’s social engineering coverage 
grant, it could not also be covered 
as a computer fraud. This deci-
sion, however, was fact-specific and 
dependent upon the court’s inter-
pretation of exclusionary language 
in the policy.

Hackers Hit the Target. Decided 
in March 2022,Target v. Ace Ameri-
can Ins. Co., No. 19-cv-2916, 2022 WL 
848095 (D. Minn. March 22, 2022), 
dates back to 2013, when hack-
ers stole customer card data and 
personal information from Target 
payment cards. In response to the 
attack, the issuing banks cancelled 
and replaced the cards, and Target 
indemnified the banks for the costs 
of replacement. A coverage dispute 
ensued over whether Target’s com-
mercial general liability insurance 
policy covered the costs Target paid 
to replace the customer payment 
cards. Although Target’s policy cov-
ered third-party claims for property 
damage and “loss of use” of “tangible 
property” caused by an occurrence, 
Target’s insurance company refused 
to pay the card replacement costs, 
arguing that Target was actually seek-
ing compensation for the electronic 
data that was lost—which the insurer 
argued was not “tangible property.”

The court initially adopted the 
insurance company’s position, 
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The nature of cyberattacks 
continued to evolve both in scope 
and sophistication, and insurance 
companies have sought to impose 
more onerous impediments to 
obtaining coverage.



but, on reconsideration, completely 
reversed course and ruled in favor 
of Target. Specifically, the court 
held that Target’s claim was for the 
costs to replace the cards—not for 
excluded electronic data. The cards, 
therefore, were tangible property 
that had lost their use as a result 
of the cyberattack, thereby entitling 
Target to coverage.

Ransomware: Encrypted Data 
and Software. In December 2022, 
the Ohio Supreme Court issued a 
decision disappointing for policy-
holders in EMOI Servs., L.L.C. v. 
Owners Ins. Co., __ N.E.3d __, 2022-
Ohio-4649, 2022 WL 17905839 (Ohio 
Dec. 27, 2022), finding no coverage 
for losses stemming from a ransom-
ware attack under a business own-
er’s first party property policy. In 
so holding, the Ohio Supreme Court 
reversed the appellate court’s deci-
sion concluding that the ransom-
ware losses were covered.

EMOI, a medical billing services 
provider, was able to regain access 
to most (not all) of its encrypted 
files after suffering a ransomware 
attack. EMOI’s automated phone 
system, however, remained inac-
cessible and had to be replaced. 
No hardware was damaged in the 
attack.

EMOI made a claim under its all-
risk property policy which covered 
direct physical loss or damage to 
property, and extended coverage 
through an electronic equipment 
endorsement to include damage to 
software stored on “media” devices, 
such as a server. EMOI’s insurance 
company argued that the endorse-
ment did not provide coverage 

because there was no direct physi-
cal loss to the server and that phys-
ical loss to the “media” itself was 
required.

The appellate court did not agree 
with the insurance company, and 
recognized the possibility of cover-
age if the software that was stored 
on the server had been damaged—
even if the server itself was not. 
But issues of fact as to whether 
the software suffered damage pre-
cluded a legal determination on 
coverage.

The Ohio Supreme Court, unfor-
tunately for policyholders, rejected 
the appellate court’s well-reasoned 
interpretation of the policy, hold-
ing that it was not enough that the 
software stored on the server was 

lost—the server itself had to be 
damaged. To support its conclusion, 
the Ohio Supreme Court read into 
the endorsement the requirement 
that the loss or damage must be to 
tangible property. Reasoning that 
software is intangible, the court held 
there could be no coverage without 
any corresponding damage to the 
physical media on which the soft-
ware was stored.

Contrary to the Ohio Supreme 
Court’s opinion, the endorsement 
did not require damage to tangible 
property, but rather, physical dam-
age to software—which can occur 
through electronic instructions that 
adversely alter file extensions.

Conclusion. Overall, last year’s 
cyber coverage decisions were pos-
itive for policyholders. The insur-
ance industry inveighs against what 
insurance companies have mislead-
ingly labelled “silent cyber” cov-
erage—that is, coverage for cyber 
losses that are not explicitly named 
as such in the policy but which 
fall under the policy’s definitions 
of covered loss. Decisions from 
2022 demonstrate, however, that 
coverage for cyber-related claims 
under non-cyber specific policies 
often does exist, precisely because 
many cyber losses fall within broad 
policy coverage grants and are not 
explicitly excluded. Although insur-
ance companies are expected to 
continue to tighten their policy lan-
guage in an effort to minimize their 
exposure for cyber losses, policy-
holders faced with cyber-related 
losses should review and notice all 
potentially responsive policies—
including their non-cyber-specific 
policies—so as to maximize their 
chances of coverage.
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Overall, last year’s cyber coverage 
decisions were positive for 
policyholders.


